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CMMC Level 2
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Use this document during readiness reviews and assessments.
It defines the minimum evidence artifacts most organizations need to produce for Physical and Environmental
Protection (PE) controls under NIST SP 800-171, plus visitor-related export control expectations (ITAR and
EAR).

Goal: produce evidence that is repeatable, verifiable, and defensible under audit.

What assessors want to see

System-generated visitor records, consistent fields, timestamps, actor attribution, documented exceptions,
and clear proof of enforcement for escort and restricted-area access.

What kills confidence

Handwritten logs, editable spreadsheets, missing visit purpose or host, no retention policy, and no proof
that screening or escorting occurred.
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PE Evidence Checklist
Use this list to validate your process and your artifacts before an assessment.

1) Visitor identification and authorization
• Government-issued ID verification at check-in
• Visitor legal name captured
• Organization or affiliation recorded
• Visit purpose documented
• Host name and department recorded
• Access areas or zones defined
• Check-in and check-out timestamps
• Visitor is explicitly authorized by a host or process

2) Visitor escort enforcement
• Escort requirement policy and scope
• Escort assigned per visit when required
• Escort acceptance acknowledged, or escort identity recorded
• Escort start and end timestamps, or equivalent enforcement evidence
• Exception handling documented when escort is not required

3) Access scope and restrictions
• Zones or areas are defined and enforced
• Badge issued per visit and recorded
• Badge return or deactivation recorded
• Restricted area access is denied or approved with evidence
• Visitors do not receive persistent access unless explicitly authorized

4) Export control and sanctions screening
• Screening against OFAC SDN
• Screening against BIS Entity List
• Screening against applicable international lists, if required
• Timestamped screening results per visitor
• Adjudication record for potential matches
• Decision rationale with approver identity and time
• Escalation path documented for high-risk matches

5) Log integrity and retention
• Logs are immutable or tamper-evident
• Retention policy exists and is followed
• Records can be exported for a defined period
• Actor attribution for actions, check-in, check-out, adjudication
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• System time source is consistent, no clock drift surprises

6) Assessment readiness
• Evidence is packaged consistently for auditors
• Policies are current and match actual practice
• Exceptions are tracked and remediated
• Sampling across multiple days shows consistent enforcement
• You can produce evidence quickly without last-minute scrambling
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Sample Evidence Pack Format
This format is designed for assessors. Keep it clean, consistent, and easy to sample.

Section 1. Executive summary
• Organization name and assessment scope
• Evidence time window covered
• Short description of visitor control workflow
• Summary counts: visits, screened, hits, escalations, exceptions

Section 2. Controls mapping
• Table mapping PE objectives to evidence references
• Include export control screening references if applicable

Section 3. Policies and procedures
• Visitor access policy
• Escort policy
• Badge issuance and return policy
• Export control visitor policy, if applicable
• Retention policy and access control policy for logs

Section 4. Visitor activity records
• Export: visitor records for the window
• Fields: identity, host, purpose, zones, timestamps, badge
• Provide both CSV and a human-readable PDF summary

Section 5. Screening and adjudication records
• Export: screening results per visitor
• Provide adjudication notes for potential matches
• Include decision, approver, and time

Section 6. Exceptions and corrective actions
• Missed check-outs, manual overrides, emergency access
• Each exception includes description, impact, corrective action, approver

Section 7. Integrity statement
• Describe immutability or tamper-evidence approach
• Describe who can access logs and how access is audited
• Confirm time source and clock synchronization approach

Section 8. Appendix
• Sample badge images or templates
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• Screenshots of key screens if needed
• Glossary of terms used in exports

Example controls mapping table

Control What it means Evidence references

PE.L2-3.10.1 Limit physical access to authorized individuals Visitor Log Export, Host Authorization Records

PE.L2-3.10.3 Escort visitors and monitor visitor activity Escort Assignment Logs, Badge Issuance and Return

PE.L2-3.10.4 Maintain audit logs of physical access Immutable Logs, Integrity Statement, Retention Policy

ITAR / EAR (if in scope)Restrict access by foreign persons and screen visitorsScreening Results Export, Adjudication Records


